O  @ycKpunmo 2019

7
%
‘/://\ ST 10 VR
‘/0 % RA01 10101 YRS Wit |
(/‘ /7000001010 L\ AN AR
/7101011111011 1N\ \’\3\53\“ ;
\ 0101011 “\\
Uity Wg 1
\B\:\}\QX% 1001Y M wﬁ 107
A W,a\\mmo 11010¢ %
: \\‘\\muo 101101

gnnm 101 uajﬂ
\&\\nmu”
S g ()‘/



PassutMue
MHPOPMALIMOHHBIX

Accoumaums

TEXHOJIOrMn

PycKpunto

N V.4 Ny e ¥ A A A
I ) ;1 ol
| "N T N LA Y N g (e -
¢ 3uY LUETY LI TV W VY Y Ve
. .o .0 oo ' a“ -0 ™ ., - ™
’ .- =t 10 S . S
TR NN W S Y
iy e b W\ 'y Mg o’ » ¢ e el Ve » Ve
X / B PR . " T R ‘ - - ~ - ™ -
A mu LRI THE e B BT S CY N YRNRICY v e oR P
f > ® . ' » . " - » - -
- A...M_._x___u. T "SRk BN, W W WIS W\ LS Y T o
p | _- A [N A ' (.'.-’..'.-.MM.W~M- ..t.'.bd ,-.
,l -L . -F - . : . . . %
.. lh=5: 2 g VAN R VT N ks e
s R PRl TN PR O WL AU PSR TAYECIN P W B
] .- ‘ % L ’y

v W N AT

R A e X s

el || - MAESLE WY TP Gl Syt -
-4_1_* - ¥ JVNT YEA\T Yy vy Wy Lt Ty T
™~ e ol Ala L A ! LT A B . . W W

HV\-\ EA _BNS A SIB BA 04 88 LA N M Al 815 S BN A

\ .- \,. ‘- » . -. z . » » - -

P vib s i, b ™ " . . S, \* :.O.

S YWY AR LEP Y FUTITR
> n s- «.. _... [ . <. A . B - A J
h .‘ ) ..&. ..F .;' or .f \ Y A L X ).'.




Accoumaums
PycKpunro

.

Google

iy

[

!

MH(OPMaLMOHHBIX

TQXHOJnor""
‘ -é—_ v .@s

MNP, A
- 4 hd
. D5
¥ L
w .9
. . d
i '.‘ - '% '!.
- Ded Vg 20N
iy i N
2o Yo
A o2e
5 T v
1 ~
'- - .T‘."
Ca P A
D S,
i“ -.,‘. 1,
- - 2w
— - y
'.o “, ‘-‘*’
! o,
§|' .!' ‘ -
157 5 -
= 3 4
.“ .
k I
' - »
”~ y
L
-
-

PasButMe

rEmw NI

‘71-5;3 N
|/

e
_':.:-\-' "" »
7‘ - 'M’ .’. '

o

\




© KubepnpectynHocTtb

Accoumay, M
PycKpunro

> Kaxpble 39 cexyHa B MMupe
npoucxoamt kKubeparaka.

> B 2016 r. no umcny
OO BAB/IEHHbIX NPecTYynneHun
- KubepnpecrtynneHuma Obinm
Ha 2-M MecTe.




@ MoTepu oT

rewas KMO@PNPECTYNHOCTU B MMUpeE
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@ CpepHue norepm oT ogHOM

ek KM TAKM
PycKpunro

$3.8 MINnH. — cpegHue notepu OoT OA4HOM KubepaTaku Ons
O6usHeca (2018).




© KubepnpecrynHocTb
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PycKpunro

> $3.8 MNH. — cpegOHue noTepu OT OAHOW
Kuobepatakm gna o6usHeca B 2018 .
» $150 MNH. — oueHKa cpegHuxX MnoTepb OT

ogHOU KubepaTtakm ana o6u3Heca B 2020

» $530 MRH. - notepm OT CcaMoM
AOPOrocTofllen Ha cerogHsWHUN [OeHb
Knoepartakm — ssHBapb 2018 r. (Time Money)

lpu amom 66nbwas 4Yacmb KOMMNaHuU
npednoYumaem He coobwamb 0 ceouX
nomepsx.



@ Passutue mHhOpMaLMOHHbIX

e TEXHONOrmm

Tech firms are the new powerhouses

Market valuation in billion US dollars

B Energy M Financials ™ Health care W Industrials ® T

End 2006 0 200 400 600 2018 1Q 0 200 400 600 800 1000
Exxon Mobil Apple

General Electric Alphabet

Gazprom Microsoft
Microsoft Amazon

Citigroup Tencent

Bank of America Berkshire Hathaway
Royal Dutch Shell Alibaba Group

BP Facebook
PetroChina JPMorgan Chase
HSBC Johnson & Johnson

Source: Bloomberg, ycharts

lcTounvk:iBloombers



@ Passutue mHhOpMaLMOHHbIX

e TEXHONOrmm

Intangible investments have overtaken

tangibles
Share of GDP, US+EU11, whole economy

B Tangible share ™ Intangible share
14%

13%

12%

11%

10%

1995
2000 |
2005 |
2010 |
2015 |



@ Passutue mHhOpMaLMOHHbIX

e TE€XHONOrum

Global explosion of data fuels new
innovation paradigm
Worldwide data storage in exabytes (:260 — Munnmapa |_6)

45 000
40 000
55 000
50 000
25 000
20 000
15 000
10 000
5 000
0

1
—
—
o
N

2005
2006
2007
2008
2009
2014 |
2015
2016
2017 }
2018
2019
2020 L

2010
2012
2013

Source: Internation Data Corporation Digital Universe Study
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PycKpunro

» 3a 2015 r. ObINO noxuweHo Oornee
500 MNH. NepcoHanbHbIX AAaHHbIX.

> B cpegHem 3a pOeHb noxuuiaeTcH
3,809,448 nepcoHanbHbIX AAaHHbIX:

o 158,727 B 4ac
0 2,645 B MUHYTY
o 44 B ceKyHAyYy

Cybersecurity Ventures




@ Passutue mHhOpMaLMOHHbIX
e TEeXHOJIOrum

w8 DIGITAL AROUND THE WORLD IN 2018

2018 KEY STATISTICAL INDICATORS FOR THE WORLD’S INTERNET, MOBILE, AND SOCIAL MEDIA USERS

TOTAL INTERNET ACTIVE SOCIAL UNIQUE ACTIVE MOBILE
POPULATION USERS MEDIA USERS MOBILE USERS SOCIAL USERS

7.593 L4.021 3.196 5.135 2.958

BILLION BILLION BILLION BILLION BILLION

URBANISATION: PENETRATION: PENETRATION: PENETRATION: PENETRATION:

55% 53% 42% 68% 39%

SOURCES: POPULATION: UNITED NATIONS; U.S. CENSUS BUREAU; INTERNET: INTERNETWORLDSTATS:; ITU; EUROSTAT; INTERNETLIVESTATS; CIA WORLD FACTBOOK; MIDEASTMEDIA.ORG:; ~
FACEBOOK; GOVERNMENT OFFICIALS; REGULATORY AUTHORITIES; REPUTABLE MEDIA; SOCIAL MEDIA AND MOBILE SOCIAL MEDIA: FACEBOOK; TENCENT; VKONTAKTE; KAKAO; NAVER; DING: Hootsulte“’
TECHRASA; SIMILARWEB; KEPIOS ANALYSIS; MOBILE: GSMA INTELLIGENCE; GOOGLE; ERICSSON; KEPIOS ANALYSIS. NOTE: PENETRATION FIGURES ARE FOR TOTAL POPULATION [ALL AGES).


https://wearesocial-net.s3.amazonaws.com/wp-content/uploads/2018/01/DIGITAL-IN-2018-001-GLOBAL-OVERVIEW-V1.00.png
https://wearesocial-net.s3.amazonaws.com/wp-content/uploads/2018/01/DIGITAL-IN-2018-001-GLOBAL-OVERVIEW-V1.00.png

@ Passutue mHhOpMaLMOHHbIX
T TeXHOJIOrmm

TOTAL MONTHLY GLOBAL MOBILE DATA TRAFFIC (UPLOAD & DOWNLOAD), IN EXABYTES (BILLIONS OF GIGABYTES)
12 ....................................................................................................................................................
10 .......................................................................................................................................

MONTHLY MOBILE DATA USED BY THE 2 9GB

8 AVERAGE SMARTPHONE WORLDWIDE: e NI Ty
6 ...........................................................................................................
e
2 ...................................

Q3 Qu (@] Q2 Q3 Q4 o] Q2 Q3 Q4 o1 Q2 Q3 Q4 N Q2 Q3 Qu N Q2 Q3
2012 2012 2013 2013 2013 2013 2014 2014 2014 2014 2015 2015 2015 2015 2016 2016 2016 2016 2017 2017 2017

e SOURCE: ERICSSON MOBILITY REPORT, NOVEMBER 2017 HOOtSUitE”


https://wearesocial-net.s3.amazonaws.com/wp-content/uploads/2018/01/DIGITAL-IN-2018-018-MONTHLY-MOBILE-DATA-CONSUMPTION-V1.00.png
https://wearesocial-net.s3.amazonaws.com/wp-content/uploads/2018/01/DIGITAL-IN-2018-001-GLOBAL-OVERVIEW-V1.00.png

KonuuecTBO 3NeKTPOHHbIX
nucem,

oTnpasnaemMbix B 1 geHb
HUcTrounuk: Statista
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E-mail Traffic

Mo oueHke Statista
2,3% 3NEeKTPOHHbLIX NUceMm
coaepxar
BPeAOHOCHbLIE BITOXEHUA.



@) CmaptdoHul M
s MOOMIIbHBbI@ YCTPOMCTBA

PycKpunro

SHARE OF WEB TRAFFIC BY DEVICE

BASED ON EACH DEVICE'S SHARE OF ALL WEB PAGES SERVED TO WEB BROWSERS

LAPTOPS & MOBILE TABLET OTHER
DESKTOPS PHONES DEVICES DEVICES

43% 52% 4% 0.14%

YEAR-ON-YEAR CHANGE: YEAR-ON-YEAR CHANGE: YEAR-ON-YEAR CHANGE: YEAR-ON-YEAR CHANGE:

-3% +4% -13% +17%
o Hootsuite-


https://wearesocial-net.s3.amazonaws.com/wp-content/uploads/2018/01/DIGITAL-IN-2018-006-SHARE-OF-WEB-TRAFFIC-BY-DEVICE-V1.00.png
https://wearesocial-net.s3.amazonaws.com/wp-content/uploads/2018/01/DIGITAL-IN-2018-001-GLOBAL-OVERVIEW-V1.00.png

@ CmaptdoHbl #

MOoOMNbHbIE YCTPOMUCTBA

» [lo oueHkam Ericsson, K koHUy 2020 r. oygeT 6.4 mnpa.
nonb3oBaTtesien cMapTtpPoOHOB — TMpPaKTU4YECKU BcCe
HaceneHue 3emnu (B 2018 r. — 5.1 mnpa. — 68%).

» BbluncnurtenbHble BO3MOXHOCTU COBPEMEHHOIro cMmapT-
cboHa npeBOCXOAAT BbIYUCIIUTENIbHbIE BO3MOXHOCTU
Bcero obopyaoBaHusa Space Shuttle.

NpunoxeHun
Apple Pay, Samsung Pay un Android Pay
AenakT cCMapT@OHbLI
BeCbMa npuBnekatenbHbIM O0BLEKTOM
Ana Kubeparak.



@ Internet-of-Things
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@ Internet-connected

||
Things

25x10°

20,8

7,2 y y 7’6 7’7 7’8

HaceneHue 3eMnu

g 04

39 4
2014 2015 2016 2017 2018 2019 2020




© KubepnpecrynHocTb

Accoumaums
PycKpunro

» C 2016 no 2017 rr. yncno kKubepartak

yepe3 |loT-ycTpoucTBa BbIpoCno B 6 pas.
o Cars. A
o Smart home devices.
o Medical devices.
o Smart TVs.
o Embedded devices.

HEARING

8LOOD PRESSURE

PLANTS

> [lo oueHke Gartner k 2020 r. 25%
Knbepartak oyayt npomsBoaAUTbLCA 4epes3
loT-ycTpoucTBa



© Global eCommerce

Accoumaums
PycKpunro

=y Ecommerce
I FOUNDATION 7

? Teleperformance

each Interaction mattess



@ Global retail eCommerce

ccoumaums
PycKpunro
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bopbba c

KubepnpectTynHoCTbIO

B 2018 r. Muposon
JKoHoMu4veckun dPopym (WEF)
BKNOYMN KMOepnpecTynHoOCTb B

CMUCOK rnobanbHbIX Yyrpos
yerioBe4yectBy, NOMeCTUB ee
Ha 3-e MecTO.



@ bopbba c

KubepnpectTynHoCTbIO

> Pap 3KCnepToB paccmMmaTtpuBaeT
KNoeprnpecTtynHoctTb Kak OoOnbLyto
ONMacCHOCTb, YeM siiepHoe opyxue.

> [MpaButenbctBo CLUA paccmaTpuBaeTt
BO3MOXHOCTb TMPUMEHEeHUA SAOepHOoro
OpYyXuUsi B OTBEeT Ha KubepaTaky.

Petw Pork Times



Budget of the U.S. National Security Agency in line with the U.S. National
Intelligence Program for fiscal years 2011 to 2017 (in billion U.S. dollars)

HNcrounuk: The Pashington Post

12.5

10.74 10.51 10.77

o - : : B 2017 r.
3aTparhbl
npaBuTenbCTBAa
CLUA Ha Kknbep-
0e30MnacHoOCTb
COCTaBUINU

$14 mnpa.

Budget in billion U.5. dallars

Chief
2011 2012 2013 2014 2015 2016 2007 Info rm atl On
Officer

Fiscal Year

B «Consolidated Cryptologic Program» CLUA
3agencrtBoBaHo 6onee 35,000 cneuvanucToB.



© I'paHTbl U POHADL]

» Ecnu B nepuoa ¢ 2000 no 2010 r.r. meHee
15% paboT, npencrtaBneHHbIX y4vyeHbiMu CLUA
Ha Kpuntorpadnyeckmnx KoHdpepeHUunsax, dpuHaH-
CUpoBanucCb CUNOBLIMU CTPYKTypamMu, TO B
2011 r. ux yncno Bo3pocno go 25%, a ¢ 2012 po
2015 rr. — po 65%

Phitle Rogaway

«The Moral Character of Cryptographic Work»
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Crypto in 2018




o Crypto in 2018

“PyeKpumo.

n o Kp HIITO rpa dbu: ' '
"B unpopMaLHOHHON
Oe3zomacHocCTH,

ooaee 1600 noxaaaoB




Pyc[(pu TO

CRYPTO
EUROCRYPT
ASIACRYPT
AFRICACRYPT

INDOCRYPT

© Crypto in 2018

CHES
CT-RSA
FC

FSE
LightSec
PKC

SAC

TCC

ACNS
C2SI
ICISC
IMACC

Inscrypt
SPACE

QCrypt
PQCrypto




© Crypto in 2018

PycKpunro

ACISP FDSE 10Sec RFIDSec
ATCI FNSS ISC SAFECOMP

ATIS FPS ISDDC Security
CRiSIS GameSec | ISPEC Protocols

SpaCCS$S

WAIFI
WISA

WISE
WISTP

CSS ICCCS ISSA
CTCIS ICICS IWSEC
DBSec ICISS MMM-ACNS
ESORICS | ICISSP NSS

Euro- ICITS ProvSec
CYBERSEC




PycKpunro

Part |
Santa Barbara, CA, USA,
CRYPTO August 19-23, 2018 Iyl
Part Il
Tel Aviv, Israel 5 Al
EUROCRYPT |, vil 20 - May 3, 2018 Lo

© Crypto in 2018

: . Part |
ASIACRYPT Brisbane, QLD, Australia, Part ||
December 2-6, 2018
Part IlI :
Marrakesh, Morocco,
AFRICACRYPT May 7-9, 2018 LNCS v. 10831
New Delhi, India,
INDOCRYPT December 9—12. 2018 LNCS v. 11356




© Crypto in 2018

PycKpunro

CHES Amsterdam,

Cryptographic Hardware The Netherlands,
and Embedded Systems September 9-12, 2018

CT-RSA San Francisco, CA, USA,
The Cryptographers’ Track | april 16-20, 2018 LNCS v. 10808

at the RSA Conference

FC

Nieuwpoort, Curacgao,
Financial Cryptography and | March 2. 2018 LNCS v. 10958

Data Security

_ IACR
FSE Bruges, Belgium, Transactions on

Fast Software Encryption March 5-7, 2018. Symmetric
Cryptology




© Crypto in 2018

PycKpunro

LightSec Cardiff, Wales, United

Lightweight Cryptography for | Kingdom,
Security and Privacy September 10-12, 2018

PKC Rio de Janeiro, Brazil,
Public-Key Cryptography March 25-29, 2018

QCrypt Shanghai, China,
Quantum Cryptography August 27-31, 2018

PQCrypto Fort Lauderdale, FL,
Post-Quantum Cryptography | USA, April 9-11, 2018

TCC Panaji, India,
Theory of Cryptography November11-14, 2018




© Crypto in 2018

PycKpunro

ACNS Leuven, Belgium,

Applied Cryptography and July 2-4, 2018 LNCS v. 10892
Network Security

C2Si Rabat, Morocco, LNCS v. 10194
Codes, Cryptology and April 10-12, 2017 V.

Information Security

ICIsc_ ; Seoul, South Korea,
Information Security and November 28—=30. 2018

Cryptology

LNCS v. 11396

SAC

Calgary, AB, Canada,

Selected Areas in August 15-17, 2018
Cryptography

LNCS v. 11349




© Crypto in 2018

PycKpunro

|ﬂ5¢|'¥Pt | Beijing, China,
Information Security November 4—6. 2016
and Cryptology |

SPACE Kanpur, India,

Security, Privacy, and Applied | pecember 15-19. 2018 LNCS v. 11348
Cryptography Engineering :

IMACC Oxford, UK,

IMA International Conference | pecember 12-14, 2017 LNCS v. 106355
Cryptography and Coding

LNCS v. 10143




© Crypto in 2018

PycKpunro

m Australasian Conference Information Security and Privacy

m International Conference on Applications and Techniques in
Cyber Security and Intelligence

m Applications and Techniques in Information Security

m Risks and Security of Internet and Systems

m Cyberspace Safety and Security

m Chinese Conference Trusted Computing and Information
Securit

DBSec Data and Applications Security and Privacy
m European Symposium on Research in Computer Security

Euro- International ISCIS Security Workshop
CYBERSEC | Security in Computer and Information Sciences




© Crypto in 2018

PycKpunro

N T e e S
[ e
O T e
e e e
1668 | oo o onGons Compoins Sy

m International Conference on Information and Communications

Securit

m International Conference on Information Systems Security

m International Conference on Information Systems Security and
Privac

m International Conference on Information Theoretic Security




© Crypto in 2018

PycKpunro

m Information and Operational Technology Security Systems

m Information Security International Conference

m Intelligent, Secure, and Dependable Systems in Distributed and
Cloud Environments

m Information Security Practice and Experience International
Conference

m Information Security International Conference

[IWSEC | enoina voronopmsmoy

e[t
and Architectures for Computer Network Security

[NSS [ nevorcans sy seeuty mmatona comerence

[ | ———




© Crypto in 2018

PycKpunro

m Radio Frequency Identification and loT Security
m Computer Safety, Reliability, and Security
Security
International Workshop on Security Protocols
Protocols * y
Security, Privacy, and Anonymity in Computation,
Communication, and Storage

m International Workshop on Arithmetic of Finite Fields

m International Workshop on Information Security Applications

m International Workshop on Information Security Education
International Workshop on Information Security Theory and
Practice




@ Research in Cryptography

Accoumaums
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» Theoretical Foundations

» New Methods in Cryptanalysis
» Homomorphic Encryption

» Cloud Computing Security

» Key Exchange Protocols

» Leakage Resilient Cryptography
» Deniability and Anonymity

» Password-Based Cryptography
» Secure Multiparty Computation
» Authenticated Encryption

» Light Weight Cryptography

» Hash functions



@ New Directions of Modern

gl Cryptography

» authorized cryptography (proxy cryptography,
proxy re-cryptography)

» attribute-based cryptography (identity-based
cryptography, spatial cryptography, functional
cryptography)

» post-quantum cryptography (noncommutative
cryptography, lattice-based cryptography)

» bigkey cryptography

» biologic cryptography (DNA cryptography,
nlometric feature based cryptography).




© Crypto in 2018

MccneposarenbCcKue
NPoOeKTbl
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@ Big Data Analytics and

Applications

» International Workshop on Security in Big Data
(SECBD-2017)

» The 8th International Workshop on Trust, Security
and Privacy for Big Data (TrustData 2017)

» The 3rd International Symposium on
Dependability in Sensor, Cloud, and Big Data
Systems and Applications (DependSys 2017)

» The 2017 International Symposium on Big Data
and Machine Learning in Information Security,
Privacy and Anonymity (SPBD 2017)



@ Research in Cryptography

Accoumay, M
PycKpunro

Homomorphic
Encryption




@ Homomorphic Encryption

Accoumaums
PycKpunro

Ronald L. Rivest, Len Adleman, and Michael L. Dertouzos.
On data banks and privacy homomorphisms.
Foundations of Secure Computation 4, 11 (1978), 169-180.

The Invention of Public Key Encryption

DH '76 GM '82

Paillier '99 ' « Fully Homomorphic Encryption»
RSA 78 SYY '00

Gen '09

El-Gamal '85

1976 | | 2016

_ ., Benaloh'94
«Privacy Homomorp introduce BGN 105

RAD 78 IP '07

Timeline of HE schemes until Gentry’s first FHE scheme.




©  The HEAT Project

Accoumaums
PycKpunro

Homomorphic Encryption:
Application & Technology

» Project funded by EU In Horizon 2020.
» Starting date 1st January 2015



@ Fully Homomorphic

[ |
TR Encryption
PycKpunro

The HEAT proposal brings together Europe's leading
researchers on homomorphic cryptography

» KU Leuven, Belgium (Co-ordinator)

» University of Bristol, UK

» University of Luxemburg, Luxemburg
» Universite Pierre et Marie Curie, France

and three industrial partners with existing interests In
the field

» CryptoExperts, France
» NXP Semiconductors, Belgium
» Thales UK, UK



The HEAT Project

Homomorphic Encryption:
Application & Technology

» The proposed outputs of HEAT are an
open source software library to
support applications that wish to use
homomorphic cryptography.

https://heat-project.eu



@ Research in Cryptography

Accoumay, M
PycKpunro

Quantum
Cryptography




© Quantum Cryptography

Accoumaums
PycKpunro

» B 2004 r. B pamkax «Quantum Network project»
npoaBurasweroca US Defense Advanced
Research Projects Agency (DARPA) Obina
npoaeMoHcTpupoBaHa nepBasA B Mupe QKD-
nuHua gnuHou okono 10 KM., coeavHuBliaa 3
NMyHKTa CBfI3W, pPacrnosiodkeHHbleé B panoHe
bocToHa.

» CLLUA aHoHcupoBanu nnaHbl noctpountb QKD-
NUHUIK, coeauHAwWwyrw boctoH M BawWHrToH
(634 KMm.).



© Quantum Cryptography

Accoumaums
PycKpunro

» B 2008 r. B pamkax npoekta EBpocor3a SECOQC
(Secure Communication based on Quantum
Cryptography) 6bina otkpbitTa QKD-ceTb ANMMHON
30 KM., ¢ nponyckHOM cnocobHocTtbi 1 KO/c,
coeaAMHMBLUAA 6 NYHKTOB cBA3U B BeHe.

CeTb wucnonb3oBanacbL B TOM u4Yucne u Ans
lWwndppoBaHNA TenemoHHbIX NeperoBopoB.



© Quantum Cryptography

Accoumaums
PycKpunro

»B 2010 r. B AnoHun cunamum MwuHuUcTepcTBa
BHYTPEHHUX Ogen U KoMMyHukauunm u National
Institute of Information and Communications
Technology (NICT) peanusoBaHa QKD-ceTb cC
nponyckHou cnocobHocTbro 100 kb/c. Ha ee 6a3e
BriepBble ObINO NPOAEeMOHCTPUPOBaHa nepeaaya
QKD-3awudgpoBaHHOU BUAEOTPAHCIIALNMN.

B Hacrosuiee BpeMs BMNoJsiHe peanbHbIM
cuutaerca nocrpoeHme QKD-nMmHuM anuHoM
50 xm. ¢ nponyckHou cnocobBHocTbiO 1 M6/c.



© Crypto in 2018

Npouecc
CTaHpJapTU3auum
KpUunrorpagpuuecKkux

anropuTrMmos




@ CranzapTHu3allHdg

KpHnTorpapH4YeCKHuxX
AATOPHTMOB

«If the Industrial age was marked by
standardisation, the digital era Is about
customisation. The consumer and user Is
ever more central to innovation, by virtue
of being more active and responsive,
hence shaping the value chain and leading
the way towards more tailor-made,
personalised, on-demand products and
services.»

The European Political Strategy Centre (EPSC)
«10 Trends Shaping in the Digital Age Innovation»
© European Union, 2018




@) Quantum Cryptography

Accoumaums St d d B t —
PycKpunro an ar Iza Ion

QKD-ctaHpapTusauuem saHMMaloTCA

» International Organization for Standardization
(ISO/IEC)

» Telecommunication Standardization Sector of the
International Telecommunication Union (ITU-T)

» ISG-QKD (Industrial Specification Group of QKD
devices), Bxoaawaa B ETSI (European
Telecommunications Standards Institute) — B
pamMkax eBponenckou nporpammbl SECOQC



@ Research in Cryptography

Accoumay, M
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Post-Quantum
Cryptography




@ International efforts to
Accquas standardize PQC

Japanese
European Society for
Commission the Promotion

of Science

U.S. National Institute of

Standards and Technology
(NIST)




@ European efforts to

standardize PQC

European European
Commission Telecommunications
Standards Institute

(ETSI)
PQCRYPTO
SAFECRYPTO




@ International efforts to
Accquuaurs standardize PQC

Organization for
Standardization
(ISO)

International
Electrotechnical
Commission (IEC)




@ PQC standardization

=y trends in Japan
g Ministry of Internal N[ National Institute of A
Affairs and Information and
Communications Communications Technology
— g (NICT)
;. /
g Ministry of A [Information-\
Economy, Trade technology
and Industry Promotion
Agency (IPA) )

CRYPTREC (Cryptography

Research and Evaluatlon
Committees




© NIST

Accoauns PQC standartization

28.04.2016
NISTIR 8105
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Call for submissions
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@ NIST
Accouaun PQC standartization

Draft post-guantum cryptography standard

2013
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2015
2016
2017
2018
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2025

30.11.2017
Deadline for
submissions




NIST

PQC standartization

O L attice-based - 27
OCode-based - 21

O Multivariate — 10

OHash-based — 3

Olsogeny-based — 1
OOther — 7



@ Research in Cryptography

Accoumay, M
PycKpunro

Authenticated
Encryption



CAESAR

» Competition for Authenticated Encryption:
Security, Applicability, and Robustness

> 2014 - 203+ =26+8- 20197

» Goal: “ldentify a portfolio of authenticated
ciphers that offer advantages over AES-
GCM (the current de-facto standard) and
are suitable for widespread adoption.”

http://competitions.cr.yp.to/caesar.ntmi



© CAESAR

Accoumaums
PycKpunro

Timelineplannedin2012|
2013.01: Announce 2013.01.15: Competition
“tentative schedule”. announced

2014.01: Deadline for first- 2014.03.15: Deadline for first-
round submissions. round submissions.

2015.01: Announce second- [2015.07.07: Announcement
round candidates. of second-round candidates.

2016.01: Announce third- 2016.08.15: Ahnouncement

round candidates. of third-round candidates.

2017.01: Announce finalists [2018.03.06: Announcement
of finalists.

2018.01: Announce final 2019.02.20: Announcement

portfolio. of final portfolio.




@ CAESAR Finalists
s Announced on 6 Mar 2018

The CAESAR finalists

» ACORN for use case 1.

» AEGIS for use case 2. However, if AEGIS is
selected for the final portfolio, one of

AEGIS-128 and AEGIS-128L will be dropped,
by default AEGIS-128L..

Ascon for use case 1.
COLM for use case 3.
Deoxys-1| for use case 3.
MORUS for use case 2.
OCB for use case 2.

Last chance for analysis before the final portfolio!

Announcement of the CAESAR finalists Daniel J Bernstein



https://user-images.githubusercontent.com/11591518/37014196-ee80749a-20cc-11e8-9015-4c40de430965.jpg

Lightweight
Cryptography




@ Lightweight Cryptography

Accoumaums
PycKpunro

> ISO/IEC FDIS 29192-1 - 29192-5

Information technology - Security techniques -
Lightweight cryptography (2011-2015)

o Part 1: General.
o Part 2: Block ciphers.
o Part 3: Stream ciphers.

o Part 4: Mechanisms using asymmetric
techniques.

o Part 5: Lightweight hash functions



@ Lightweight Cryptography

Accoumay, M
PycKpunro

National Institute of Standards and Technology:

Submission Requirements and
Evaluation Criteria for the
Lightweight Cryptography

Standardization Process
(Aug 2018)

https://csrc.nist.gov/Projects/Lightwelght-Cryptography







@ Information Technologies

Accoumaums
PycKpunro

China is investing in R&D at a rate that
eclipses both the EU and US

R&D spending in billions of dollars (current, in purchasing power
parity terms)

B United States ®m EU ® China ® Japan B Germany
B France M India ® Russia B South Korea B United Kingdom
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@ Information Technologies

Accoumaums
PycKpunro

And its rate of new patent applications
is surging accordingly
International patent applications (in thousands)
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@ Information Technologies

Accoumaums
PycKpunro

8500
e US computing

PhD degrees

e» Chinese computing

PhD degrees 3800

1600

1986 1999 2012 2025



@ eCommerce

Accoumaums
PycKpunro
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© Quantum Cryptography

Accoumaums
PycKpunro

> B 2017 r B Kutae co3gaHa camas
bonbwasa B mupe the QKD-nuHMA pnunHou
2,000 km., coeanHuBLias NekuH n LLlaHxan.

» B 2017 r B Kutae npousBepeHa
KBaHTOBasd nepepavya Knw4ya  Mexay
CNYTHUKOM W Ha3eMHOWU CTaHuUuuen, 4To
no3Bonuno cosgatb pabotawowyro QKD-
nuHUK, coeanHuswyrw Kutam m ABcTpuio



@) Quantum Cryptography

Accoumaums St d d M t B
PycKpunro an ar Iza Ion

> B Kutae Begercsa MHTeHCUBHasA paboTa no
BbipaboTKe cTaHAApPTOB A1 KBAHTOBOW
Kpuntorpadun.

> Pabotry koopguHupyetr CCSA (China
Communication Standardization Associa-
tion).



@ PoccuiicKga Kpunmozpagus




@ The International
Telecommunications Union

Accoumaums
PycKpunro

J2 Uglsae] Nzl SgaclzlZad g acy for
lnrormg_l[lon g_lncl cornrnunicaiiorn tScriro )91@3


https://cdn.comparitech.com/wp-content/uploads/2017/10/itu.jpg

@w Kongpepenuuu PycKpunmo

AKTyanbHbie
HanpasneHUs pasBUTus
Kpunrorpadpum

Hacrosuwee u Oyayuwee




CranzapTHu3allHdg

KpHnTorpapH4YeCKHuxX
AATOPHTMOB

Paspaborka
cCTaHAapToOB ANSA
KBAaHTOBOU U
NMOCTKBaAHTOBOWM
Kpunrorpacgoum




AKTyanbHblie HanNnpasfieHU S

s [PASBUATUA KpUnTOrpacpum

PycKpunro

Paspaborka reopum
oOparuMbIX




@ Paszpaborka Teopum

rows  OOPATUMBIX BbIYMCIICHUMN

PycKpunro

Ona co3paHuA napagurMbl  OOpaTUMbIX
BbIYMCIEHUNM notpeodyeTcH pa3paboTtaTtb
(NpakTU4YeCcKn «c HynsA») HoBble HanpaBfeHUS:

> Teopuio (anredbpy u Nornky) oopaTumMbIix
BbIYUCNEHUM;

> f13bIKM U NapagurMmbl 00OpaTUMOro
nporpaMmmMmpoBaHUS;

> MeToAbl peann3aunmn NpukKagHbIX NporpaMmm m
anropuTMbl 06paTMMOro NpPorpaMMmMpPoOBaHUS;

> ObpaTUMYI0 CXeMOTEXHUKY,;
> (pn3nyecKyro peanusaumio oopaTtMMbIX ANIEMEHTOB.



@ Paszpaborka Teopum

rows  OOPATUMBIX BbIYMCIICHUMN

PycKpunro

Kak cnegcrtBue, nepexon Bceun I T
TEeXHOMOrMm Ha KOHLUenuuo peanusauum
oOpaTUMbIX BbIYUCIIEHNN 3aCTaBUT
nepecMoTpeTb KaK CyLlecTByloLMne
Kpuntorpadnyeckue npuMmNTUBLI, TaK U
MHorue cpyHaameHTanbHble MPUHUUMDbI
UX MOCTPOEHUSA.



Accoumaupa
(anc) @ PycKpurro

AN
PycKpunt0’2019

XX MexayHapoaHas Haquo PaKTUECKas
KOH®epeHLMs




